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Cybersecurity Hygiene for Librarians

Self Introduction

• UToledo Appointments

– Professor, Computer Science and Engineering Technology

– Program Director, Master’s Programs in Cyber Security 

– Cyber Security Fellow, Division of Technology & Advanced Solutions

• Education

– Ph.D. in Computer Science, Stony Brook University.

– B.S., M.S. in CSE, Tongji University.

• Research Interests

– Computer and network security

• Malware defense, security policy development and security 
enhancement of critical systems

• Contacts:

– http://www.eng.utoledo.edu/~wsun
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Research Projects
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Motivation and Background

• Can you live without the following?

– The Internet

– Smart phone

– Social network

– Cloud

– ……

• Cyber threats/attacks 

– More (quantity, scale)

– More organized (underground organizations)

– More intelligent (e.g. powered with AI)

– ……
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Cyber Threats
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Cyber Attacks Statistics
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Phishing

• A form of fraud with attacker 
pretending as reputable party in 
various communication channels 
→ login info leaking, etc.

• Spear Phishing

– Target at “powerful” users, such as 
librarians, doctors, administrators, 
finance workers

– Mostly through emails, e.g.

• Email from University President to 
chief of staff for transfer of funds

• Email from financial manager to 
request users update payroll deposit 
information
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Phishing
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Malware

• Malicious software

– Ransomware

• Encrypted data → bitcoin for ransom

– Healthcare organizations, universities/schools top target

– Trojan Horse 

– Computer virus 

– Computer worm 

– Rabbits 

– Logical bomb 

– ……
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Ransomware
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IoT Devices 

• Smart devices in part 
of organizational/home 
network

– Can potentially affect 
other part of the network 
if not properly segmented

– Smart TV, smart meter, 
wearable devices can be 
potentially subverted 
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Social Networks

• Privacy Issues

– Tools available to mine information 
posted on social networks

• Integrity Issues

– Weak account protection leads to 
account subverted and private 
information leaked

• Fake news, Spams
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Legacy Systems

• Still a good number of existing legacy systems

– Not patchable, not updatable, e.g., XP system 

– Vendor slow in providing new version of software or too 
expensive to replace

– With full network connectivity

– Defenses

• Sandboxing such systems 

• Network partitioning

• Vulnerability scanning
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Brute Force Attack
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Insider Attacks

• Part-time employee

• People from our own circle

• Steal info if no proper access 
control in place
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Digital Resources for Librarians

• Security Tools

– Remote Access (VPN)

– Authentication (OpenAthens)

– Password Manager (LastPass, iCloud Keychain)

• Electronic Resources

– PubMed

– Web of Science

– ClinicalKey

– AccessMedicine
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Virtual Private Networks (VPN)

• A secure tunnel will be created using VPN over 
the unsafe communication channels
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Virtual Private Networks (VPN)

• Access University resources from home in a 
secure way

• Make sure the home computer is secure

– Security updates

– Security software installed and configured properly
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OpenAthens

• Access Management Platform
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OpenAthens

• Access Management Platform

• Single Sign-on

– Access e-resources across library databases and publisher 
websites with just one login

– Use University/organization credentials (won’t be 
transmitted to different publisher sites)

– Secure protocols used (SAML 2.0, AES-256, etc.)

– Based on Google Cloud Platform (GCP)
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Password Manager

• Useful for manage (a lot of) passwords for online 
presence

• LastPass vs. iCloud Keychain

– LastPass: richer features, more secure, fee-based

– iCloud Keychain: free, mostly on Apple devices
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Handling Cyber Incidents

• Identify attack

• Mitigate the attack (unplug the devices from 
network)

• Investigate the attack

• Decision making not always easy

– Judgement call

– A biomed device was attacked, however it’s being used to 
treat patients
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Raising Security Awareness

• Trust cautiously

– A person, an organization, a device, a web site, an email, 
a post, an application, an update ……

• Manage your devices

– Keep an inventory of own devices

– Apply patches regularly

– Use appropriate security defenses, firewall, IDS, 
encryption

– Wipe data before getting rid of any device

• Manage your accounts

– Password

– Two-factor authentication/multi-factor authentication
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Protect Your Cyber Self

• You

– Be mindful about what you share

– Think twice before clicking links & install applications

– Don’t accept unknown connections or friend requests

• Your Accounts

– Check privacy settings

– Practice password hygiene

– Secure with two/multi-factor authentication

• Your Devices

– Lock it

– Antivirus

– Keep OS & Software updated
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Demos

• Phishing attack

– Amazon

– Facebook

• Password checking

• Ransomware attack
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Conclusions

• Cyber threats on a rapid rise including those 
against library systems

• Solutions to the cyber challenges

– Cyber awareness needed

– Cyber hygiene for our librarians important

– Cybersecurity skills need to be equipped for librarians
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Thanks and Questions?


